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Abstract—Cooperative Spectrum Sensing (CSS) is a promising
approach allowing secondary users to utilize unused spectrum
without interfering with primary users. However, the collabora-
tive nature of CSS makes it vulnerable to malicious nodes that
inject falsified sensing data. Existing attacks have incorporated Al
to enhance the effectiveness and overcome challenges in opaque-
box settings. However, conventional machine learning models
often fail to adapt to rapidly changing wireless environments. In
this paper, we propose a large language model (LLM)-powered
multi-agent attack framework that leverages the reasoning and
adaptability of LLMs to coordinate multiple agents for generating
adaptive and context-aware fake sensing reports. The proposed
architecture consists of a generator and a discriminator, which
work collaboratively to progressively refine falsified sensing data.
In addition, to improve prompting efficiency, we incorporate
wireless-domain knowledge into the generator to enable advanced
prompting, thereby ensuring more effective and efficient ma-
licious report generation. We implement the proposed attack
framework in a TV white space system, and experimental results
show that our method achieves up to 98.35% system disruption
against existing defense mechanisms while requiring significantly
fewer feature modifications.

I. INTRODUCTION

Cognitive radio has emerged as a key technology in next-
generation wireless communication systems, addressing the
growing demand from the rapid proliferation of mobile devices
and the fragmentation of available spectrum resources [1]. In
cognitive radio networks, secondary users (SUs) are allowed to
opportunistically access the spectrum when it is not occupied
by primary users (PUs), which necessitates accurate sensing of
channel availability before transmission. To enhance sensing
accuracy and reliability, cooperative spectrum sensing (CSS)
has been widely adopted, enabling multiple secondary users
to collaboratively detect available frequency bands [2]-[4].
As wireless networks continue to scale with an explosion
of connected devices, CSS offers an efficient solution for
dynamic spectrum sharing. However, the collaborative nature
also introduces security vulnerabilities [5], as malicious nodes
may inject falsified sensing reports to mislead the fusion
center, potentially enabling unauthorized spectrum access and
undermining the integrity of the sensing process.

Since the Fusion Center’s (FC) decision algorithm is usu-
ally inaccessible, crafting effective perturbations in such an
opaque-box attack is challenging. Recent studies have ex-
plored the use of Al techniques to facilitate the generation

of perturbations [6]. For example, the authors in [7] proposed
a reinforcement learning—based model to generate malicious
channel information during the channel sounding process in
WiFi. Similarly, Luo et al. [8] introduced a learning-based
attack framework, termed Learning-Evaluation-Beating (LEB),
which builds a surrogate model to craft malicious sensing data
for bypassing existing defense mechanisms.

Recently, Large Language Models (LLMs) have attracted
great attention in diverse attacks [9]-[14]. Unlike conventional
models such as RNNs [15] or Transformers [16] that depend
on fixed feature sets or patterns, LLMs show strong general-
ization and contextual reasoning abilities, allowing them to
generate highly deceptive adversarial samples. In addition,
since LLMs are typically pre-trained on large and diverse
datasets, the need for a complex training process required
by traditional machine learning—based methods is eliminated,
making them more suitable for mobile related scenarios.

Thus, in this paper we propose a novel LLM-powered
multi-agent attack framework designed to generate adversarial
sensing data to deceive the FC. Since LLMs produce outputs
directly from prompts without requiring a separate training
phase, we develop an advanced prompting technique, called
Wireless Knowledge-Guided Reflective Prompting, which in-
corporates wireless-domain knowledge into both the prompt
generation and reflection processes to improve the generation
of malicious reports. Specifically, the proposed framework
adopts a multi-agent architecture consisting of a generator
and a discriminator to iteratively generate and refine malicious
reports. Wireless-domain knowledge, such as data types, data
dimensions, resource allocation algorithms, and channel utility,
is incorporated into the generator to support multiple functions.
For example, it can assist in feature selection by identifying
the most critical channels to manipulate, and it can also
enable error checking to ensure that the generated reports
remain consistent with the expected sensing data structure. We
conduct real-world experiments in a TV white space system,
and experimental results show that our approach achieves
system disruption rates of up to 98.35% against several defense
mechanisms. In addition, the attack requires fewer modifica-
tions than baseline methods to reach high success rates. For
example, a single attacker in a pool of 20 users can disrupt
the system by up to 61.98%.

The main contributions of this work are summarized as
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follows: (i) We are the first to propose a multi-agent attack
framework that explores the feasibility of leveraging LLMs to
generate adversarial channel sensing reports targeting the CSS
system. (ii) We design a wireless knowledge-guided reflective
prompting strategy that incorporates wireless-domain knowl-
edge into the iterative prompt refinement process. Specifically,
we identify the wireless-domain knowledge relevant to the
target system and develop a mechanism to translate this
semantic knowledge into a form that can be effectively uti-
lized in prompt engineering. (iii) We conduct comprehensive
experiments using a realistic dataset collected through 20
RTL-SDR TV dongles deployed on campus to measure a TV
white space system. The results demonstrate that the proposed
framework can effectively generate adversarial sensing reports
and significantly degrade the performance of the target system.

II. SYSTEM MODEL AND ATTACK MOTIVATION
A. CSS System Model

Consider a typical CSS system consisting of n sensing
nodes and a single FC as shown in the Fig. 1. In practical
deployments (e.g., NextG), the sensing nodes can either be
SUs themselves or dedicated sensing devices associated with
the SUs. During each time slot, the SUs transmit their local
channel sensing reports for all £ channels to the FC, which
then broadcasts an overall decision regarding the availability of
the channels. Mathematically, at the ith time slot, let x; 1 €
R**! denote the channel sensing report from the first SU,
where each entry represents the received power of the sensing
signals of a channel. Let X; = [X;1,X;2,...,X;,] € RFX"
be the reporting matrix that combines the sensing reports from
all n SUs. Let y; = [y1,v2, -+ ,yx]” be the decision vector
made by the FC, where each entry takes a value from {0, 1},
and 1 indicates the channel is available and O vice versa, and
()T is the transpose operator. Let f : REX™ s R¥*! denote
the decision function used by the FC to generate the final
decision vector based on the sensing reports from all SUs, thus
we have the linear relationship y; = f(X;). Following [8], we
assume that all historical sensing reports and corresponding
fusion decisions (X;,y;) are retrievable.

B. Problem Statement

Consider a typical poisoning data injection attack, where
the attackers aim to inject malicious channel reports into the
FC in order to manipulate the decision vector. Assume there
are m malicious sensing nodes, where m < n, and these
nodes intentionally submit manipulated sensing reports. Let
M C {1,2,...,n} denote the set of indices corresponding
to the malicious SUs. The falsified report from a malicious
node j € M for time slot 4 can be expressed as X;; =
X j + 0; j, where &;; € RF*! represents the perturbation. Let
d; = 1[0i1,- -+ ,0;n), then the attack can be formulated as
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Fig. 2: Overview of the LLM-powered multi-agent attacks.
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For a legitimate SU j, where j ¢ M, the reported value is
unaltered, i.e., X; ; = x; ;. From (1), the attackers aim to find
the minimal perturbation §; that not only alters the decision
y; made by the FC, but also evades detection mechanisms.

In (1), perturbation generation relies on knowledge of f,
which is generally unavailable to the attacker. Nevertheless,
due to the broadcast nature of the wireless medium and the
rapid development of Al techniques, this problem can be
resolved by training a surrogate model [8]. This is feasible
because both the sensing reports x; ; and the corresponding
fusion center decisions y¢ are typically unencrypted during
transmission [7]. By collecting historical observation-decision
pairs (Xi,y;), the attacker can train a surrogate model g to
mimic the behavior of f, i.e., g(X;) = f(X;). After training,
g serves as an effective substitute for f and can be leveraged
to generate adversarial perturbations for attack construction.

There are two challenges that limit the practical adoption
of this approach in real-world wireless systems.

« Training a surrogate model typically requires significant
computational resources, making it impractical for attack-
ers operating on battery-powered wireless devices.

o Wireless environments are highly dynamic, with channel
conditions varying across both time and frequency. This
behavior is fundamentally mismatched with conventional
machine learning models, which are generally designed
for static pattern recognition tasks.

C. Attack Motivation

Recently, with the widespread adoption of LLMs, both
challenges have been significantly alleviated. First, many
commercial LLM providers [17]-[19] have released well-
trained models that are trained on massive and diverse datasets
spanning multiple domains. This broad training enables LLMs
to capture complex contextual relationships between current
and historical data, making them well suited to modeling
the dynamic characteristics of wireless environments. Second,
because these models can be directly accessed through APIs,
adversaries are no longer required to invest substantial com-
putational resources for model training. As a result, the barrier
to launching effective attacks is dramatically reduced.

Motivated by this, our work explores the integration of
commercial LLM-based inference into this scenario for ad-
vanced attack design. We adopt a generative adversarial agent
framework with two components: a generator agent and a
discriminator agent. LLMs are integrated into both: within
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the generator to produce more precise perturbations, and
within the discriminator to better replicate the FC’s decision
behavior, thereby offering stronger guidance to the generator.
Fig. 2 shows the overview of our proposed LLM-powered
multi-agent based model, where both the generator and the
discriminator can invoke the LLM API to infer the results.

III. LLM-POWERED MULTI-AGENT SURROGATE MODEL

We detail the proposed LLM-powered multi-agent model,
starting with the discriminator and then the generator.

A. Discriminator

We build a Discriminator that mimics the FC to produce
the decision vector y;, and detecting whether the reports are
adversarial. To derive the decision vector, we employ Program-
Aided Language Models (PAL) [20], which enhance the
model’s reasoning and decision-making capabilities. Specifi-
cally, we pretrain a local Support Vector Machine (SVM) clas-
sifier to establish a decision baseline, while the LLM is em-
ployed via tool usage to assist in interpreting and validating the
classification logic. For attack detection, we detect poisoned
data by analyzing deviations from the historical distribution of
legitimate reports, filtering out highly unrealistic or anomalous
samples that are likely to be adversarial perturbations.

Mathematically, the Discriminator evaluates the model-
generated output XZ- as (¥;,d;) = Discriminator (X,), where
y; denotes the classification decision produced by the Dis-
criminator’s SVM classifier, and d; represents the validity
status of the report X;. Specifically, d; = 0 indicates that the
perturbed report successfully alters the decision and cannot be
detected by the detection mechanism. d; = 1 indicates a mis-
classification failure, where a perturbed report cannot causes
the Discriminator’s SVM classifier to alter the corresponding
decision, i.e., y; = y;. d; = 2 indicates an anomaly detection
failure, where the perturbed report’s features fail to pass the
anomaly detection process. Both failures (i.e., d; = 1 and
d; = 2) will be fed back as reflections to the Generator to
update the prompt (as shown in Section III.B3).

B. Generator

Since LLMs rely on prompts to produce the desired output,
prompt engineering is a critical component in this process.
In typical prompt engineering, prompts are iteratively refined
and updated based on feedback within the same task domain
[21]-[24]. However, most existing studies focus primarily on
improving prompts within the model’s original context, while
limited attention has been given to incorporating external
domain knowledge. In particular, the integration of wireless-
domain knowledge into prompt design remains largely unex-
plored. To this end, our generator, as shown in Fig. 3, consists

of three major components. (i) Feature Selection module is
introduced to identify the most susceptible features for manip-
ulation. Note that each sensing report is a k-dimensional vector
and the attacker only intends to manipulate a subset of these
dimensions, each dimension (i.e., channel) is treated as an in-
dividual feature. (ii) Knowledge-Guided Reflective Prompting
module is responsible for initializing, dynamically refining,
and updating the prompts used to guide the LLM during the
generation process. (iii) Error Detection module continuously
monitors the generated outputs and corrects potential errors.
The wireless-domain knowledge is incorporated into all three
modules to guide the overall design and generation process.

1) Feature Selection: We identify the sensitive features, for
which a small perturbation suffice to alter the final decision.
Let w;; = [w};]5_, denote the importance vector for at-
tacker j for time slot ¢, where each entry w;’; represents the
importance of the u-th feature. Based on this, we propose an
importance vector-based feature selection method. Since spec-
trum utilization typically exhibits inherent temporal and spatial
correlations, resulting in different feature susceptibilities, we
propose leveraging wireless-specific insights to initialize the
importance vector. In particular, we leverage two key types of
prior knowledge: (i) channel entropy: the attacker computes
the entropy of each channel’s historical sensing outcomes
and prioritizes high-entropy channels. These channels are less
predictable, making them more susceptible to manipulation,
(i1) channel utilization: the attacker also analyzes the historical
occupancy rates of each channel. Channels with low utilization
are typically subject to less scrutiny by the fusion center,
making them ideal targets for stealthy manipulation. Let R%
and R{; denote the entropy and utilization ranks of channel u,
and let ngh 5® be the historical importance for feature u. The
initial importance vector can be expressed as

u U w,hist
wg,j = a1 RY + aaRY; + aswo'i 2)

where o, a2, and ag are weighting coefficients that will be
updated during the training process. The initial importance
vector is then trained under the supervision of feedback from
the discriminator. Let r;; = [r{;]5_; be the reward vector
from the discriminator, and r;'; = 1 if the uth feature is se-
lected and the attack is deemed successful by the discriminator,
and —1 otherwise. Then training process can be expressed as
W; ; = W;_1 ;+7T; ;, where y is the learning rate. Once well
trained, the importance vector is used for feature selection. We
first normalize w; ; into a likelihood representation £; ; via
the softmax function. To avoid deterministic selection, a small
random noise term ¢, is added to each likelihood, and then
the top-m indices with the largest likelihoods are chosen as

the selected features, denoted as S; ;,

Si;= Top_m([l%fj + eu]ﬁzl). 3)

2) Prompt Initialization: Based on the output of the Feature
Selection, the initial prompt is generated using a prede-
fined template. By analyzing previously successful attacks,
we extract domain knowledge that serves as guidelines for
generating malicious reports. Let Pi(;) denote the prompt at
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Fig. 4: Workflow of prompt initialization and reflective optimization.

iteration ¢ for attacker j at time slot ¢. Then the initial prompt

Pi([j).) is constructed as

(0)
P

g = Template_Init(x; j,S; ;, Guideline), ()
where the prompt template is shown in Fig. 4(a). Listing 1
presents three guidelines. Specifically, Guideline 1 captures
the plausibility constraints that perturbations should satisfy.
Guideline 2 specifies the primary attack objective, requiring
the perturbations to be sufficiently strong to induce misclas-
sification in the SVM-based global decision model. Guideline
3 emphasizes feature importance with respect to the global
decision boundary and directs the Generator to prioritize
modifications to the most influential features.

Listing 1: Guidelines

GUIDELINE 1: Modify a selected subset of
entries with deliberate and sufficiently
large perturbations, while maintaining
basic plausibility constraints.

GUIDELINE 2: The modifications must be strong
enough to reliably induce
misclassification by the SVM-based global
decision model, which is the primary
objective.

GUIDELINE 3: Prioritize features that exert
the greatest influence on the global
decision boundary, even if this requires
more aggressive changes

3) Prompt Optimization: To refine the prompt, two agents
are introduced to support the generation and reflection pro-
cesses: (i) the report generation agent A,, which generates
candidate sensing reports according to the current prompt PZ( ]),
and (ii) the prompt optimization agent A., which analyzes
failure cases and produces reflective feedback to refine the
prompt. Fig. 4(b) shows an overview of how these two agents
collaboratively update the prompt.

For each attempt to generate adversarial sensing reports
using A, with the current prompt P; ]), the generated report is
evaluated by the discriminator. If the validity status dl(.t) =0,
the updating process terminates, indicating that the generated
adversarial sensing report is ready to launch the attack.

Otherwise, the failed report is processed to support the

refinement of future prompts. Two components are designed

for this purpose: Reflection and the Iteration Feedback Memory
(IFM). The Reflection block leverages the prompt optimization
agent A, to analyze the reasons for the failure and derive
potential rules that can help avoid similar failures in sub-
se?uent iterations. The output of this analysis is denoted as
The IFM stores historical failed reports along with their
correspondmg failure reasons. This accumulated information
provides contextual feedback for the prompt optimization
process, enabling the system to learn from past failures and
better understand the optimization trajectory. The output of the
IFM is a subset of failed exemplars, denoted as 82@
Then, the outputs from the Reflection and IFM blocks,
together with the failed prompt Pi(’tj), are used to construct
a meta-prompt F,.¢ through a reflective prompt template:

7,77 1,7 ?

Pret = Template_Reﬂ(P(t) F® g(t)) )

where the reflective prompt template is illustrated in Fig. 4(b).
The generated meta-prompt P,ef is then fed into the prompt
optimization agent A, for updating: P(Hl) = Ac(Pret).
Next, we detail the designs of the Reﬂection and IFM.
Iteration Feedback Memory: The IFM records recently gen-
erated reports together with the evaluation feedback returned
by the Discriminator. Specifically, each entry, denoted as &,

t € {1,2, -+, Timax}, is stored as a tuple &; = (th),dz(.t)),

where th) denotes the sensing report generated at iteration
t, and dgt) represents the corresponding failure type returned
by the Discriminator.

To support prompt refinement, the IFM retrieves a subset
of failed exemplars using a recency-biased sampling strategy
[22], [25]. Each entry is assigned a retrieval probability that
decreases with its age, so that more recent failures are more
likely to be selected while older failures still retain a nonzero
probability of being retrieved. At iteration ¢, the retrieval

- . O )
probability of an entry ¢, is defined as p;’ = m,
where § > 0 is the strength of the recency bias. Then the
IFM samples K entries as

£® = Sample <{f-:7 A tr_:ll)’ ©

where the number of enties K is tuned in the Reflection block.



Floor2

O

Floor 1

Floor 3 @ 04 i
-e-Random Selection
—-=-Proposed Selection
0.2
@ @ @ 0 5 10 15 20
Number of Features Modified

Fig. 5: Deployment of 20
RTL-SDRs on campus.

Reflection: The output ]-'i(’tj) represents the reflective feedback
generated by the evaluation agent. This feedback summarizes
the diagnosed cause of the failure and provides corrective
guidance for refining the prompt in subsequent iterations.
Given the current prompt Pi(tj), the retrieved failed exemplars
& 1(’;), and the validity status dit) produced by the Discriminator,
the reflective feedback is generated as
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where R, denotes the set of reflection rules that guide the
reflection process. Unlike a simple scalar signal, ]:i(? con-
tains structured feedback that captures the reasoning behind
the failure and suggests corrective actions for future prompt
updates. Conceptual understanding, the feedback may include
three components: (i) failure diagnosis, which explains why
the generated report failed (e.g., when misclassification is
not triggered or anomaly detection is activated, this indicates
that the applied perturbations are insufficient to achieve the
attack objective); (ii) feature-level insights, which identify the
features or perturbations that contributed to the failure; and
(iii) prompt improvement suggestions, which provide concrete
guidance on how to adjust the prompt to avoid similar failures
in subsequent iterations (e.g., (a) updating the guidelines in
Listing 1 to better exploit domain knowledge, (b) rethinking
the reflection rules in Listing 2 to address the identified failure
mode, or (c) revising the selected features to identify more
effective features for the attack).
Listing 2: Reflection Rules

F) = A (P8 el d" Ry ),

,J 4,5

1. Anomaly Detection Failure: If the
discriminator detects an anomaly, it may
indicate that the applied perturbations
are excessively large. The model should
reduce or shrink the modifications at the
selected indices.

2. Misclassification Failure:If the attack
fails due to misclassification, it may
suggest that the current feature selection

is ineffective. The model should
reconsider and adjust the selected
features accordingly.

4) Error Detection: We translate wireless domain knowl-
edge into several deterministic error checks that monitor the
outputs generated by the LLM. Since the generated data still
represent channel sensing reports, the outputs must preserve
the same data structure and format as the original dataset.
Specifically, the checks include: (i) Data type (Type): verify
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that the output data types (e.g., double-precision floating-point
numbers for complex number) remain consistent with those in
the original dataset; (ii) Data dimension (Dim): ensure that
the dimensionality of the generated output matches that of the
input; (iii) Unintended alterations (UA): check that features
that are not selected for modification remain changed.

C. Practical Attack Procedures

During the attack training phase, the adversary first collects
real channel sensing reports, which are used to initialize
the importance vector in (2) and to train the local SVM
employed within the PAL component of the Discriminator.
Once the model is sufficiently trained, the attacker feeds real
sensing data into the model to generate adversarial sensing
reports. These adversarial reports are then transmitted to the
FC only when the validity status is O, indicating that the
generated report both alters the final decision and evades
detection by the embedded anomaly detection mechanisms in
the Discriminator. To prevent excessive computation during the
prompt updating process, a maximum number of generation
attempts Ty, is predefined. If no valid malicious report is
produced within 7}, attempts, the current generation process
is terminated and the system proceeds to the next instance.

IV. EXPERIMENTAL EVALUATION
A. Experimental Setup

1) Dataset: We collect the realistic TV white space signal
strengths via RTL-SDR TV dongles [4]. We deployed n = 20
RTL-SDR TV dongles as SUs on campus to collect signal
strengths on different TV channels based on the configurations
used in [4]. We use GNURadio to implement the sensing
process for each dongle that uses the average signal power
over a time period of 30 seconds (required by FCC [26]) as
the sensing result for a time slot. Fig. 5 shows how 20 RTL-
SDR TV dongles are deployed in a 379 x 232 ft* building.

2) Configurations: We implemented three representative
intrusion detection defenses: two statistical-based methods:
Local Outlier Factor (LOF) [27] and Empirical Covariance
(EmpCov) [28], and one machine learning-based method: One-
Class SVM (OCSVM) [29]. Additionally, a standard SVM is
used as the default classification method at the FC to derive
the decision vector [4]. For LLM API, we evaluate three
representative commercial backends: OpenAl GPT, Anthropic
Claude and Google Gemini. The default parameter settings
are as follows. The learning rate v = 0.1. The random
perturbation ¢, is sampled from a uniform distribution €, ~



TABLE I: System disruption rates (%) under different defense strategies and LLM backends.

Model  Defenses Strategies The Number of Malicious Nodes m
1 2 3 4 5 6 7 8 9 10
LOF 61.98 75.00 80.58 85.12 87.19 9029 9277 93.80 9545 96.07
GPT EmpCov 5943 74.10 80.88 8526 87.25 8924 9044 9124 9243 93.63
OCSVM 58.57 68.13 7331 7530 79.28 8247 83.27 8446 86.06 87.25
Average 59.99 7241 7826 81.89 8457 87.33 88.82 89.83 91.31 9231
LOF 58.88 7397 81.20 86.98 90.50 92.15 94.63 95.66 97.31 98.35
Claude EmpCov 5124 69.21 7748 82.85 86.16 88.64 90.70 9277 94.01 94.21
OCSVM 4821 63.75 7131 76.10 7849 81.67 83.67 87.25 88.05 88.45
Average 5278 6898 76.66 8198 85.05 8749 89.67 91.89 93.12 93.67
LOF 57.77 4.1 81.27 8446 8725 8924 90.04 9044 9124 92.03
Gemini EmpCov 51.00 70.52 7849 8327 86.85 8845 9044 90.84 9124 91.63
OCSVM 4550 5556 64.02 67.72 7249 7566 7778 7937 8254 85.19
Average 5142 66.73 7459 7848 8220 8445 86.09 86.88 8834 89.62

U(—0.01, 0.01). The number of channels k = 20. To balance
attack effectiveness and cost, we set Ti,,x = 30. The recency
bias parameter S = 2, emphasizing more recent failure cases.

3) Evaluation Metric: We use two metrics: Attack Success
Rate (ASR) and System Disruption Rate (SDR). The ASR
measures the proportion of attacks that successfully cause
incorrect decisions at the FC: ASR = Nuﬁ;{ r?ﬁr;‘;zieglifgtlt:g}fks.
We quantify SDR by using the Type-II error, as the attackers’
goal is to deny service to legitimate users [30].

B. Experimental Results

1) Preliminary Model Evaluation: As each provider offers
multiple sub-models for API access, we first identify appro-
priate LLM backends from the GPT, Claude, and Gemini
families. Table II presents the configuration comparison for
different combinations of the report generation agent A, and
the prompt optimization agent A.. Since the discriminator
mainly involves relatively simple classification, we employ the
same model as the generator when A, and A, are identical,
and select the lower-cost one when they differ. The error rate is
calculated as the sum of three categories of errors from Section
III.B.4 divided by the total number of API calls from both
agents. Since each LLM API call incurs usage charges based
on token consumption, Table II reports the corresponding
API pricing for each model. Models with lower error rates
and fewer API calls are therefore preferred for both attack
effectiveness and efficiency.

For the GPT family [17], GPT-40 achieves a 0% error
rate while requiring fewer API calls than GPT-5.1 and the
hybrid configuration, indicating higher reliability and effi-
ciency. Therefore, GPT-40 is selected as the default OpenAl
backend. Newer versions, such as GPT-5.2 and GPT-5, were
also evaluated but often refused to answer task-related queries
due to stricter safety constraints. Similarly, for the Claude
family [18], the hybrid setup is adopted, and for the Gemini
family [19], Gemini 3 Pro Preview is selected. Note that,
to ensure cost efficiency, we only select sub-models with
comparable pricing (approximately $5) and exclude enterprise-
level models. All pricing information is based on data retrieved
in January 2026 [17]-[19].

2) Comparison of Different Attack Settings: We compare
our feature selection method with a typical random selection

TABLE II: Comparison of different model configurations.

Configuration
Generation A,  Optimization A.

API Calls Error Rate (%) Price (IM tokens)

GPT-5.1 GPT-5.1 23 26.1 $1.25
GPT-40 GPT-40 19 0.0 $2.50
GPT-5.1 GPT-40 54 24.1 -
GPT-40 GPT-5.1 29 34 -
Opus4.6 Opus4.6 43 279 $5.00
Sonnet4.5 Sonnet4.5 53 0.0 $3.00
Opus4.6 Sonnet4.5 46 0.0 -
Sonnet4.5 Opus4.6 55 0.0 -
Gemini-3-pro Gemini-3-pro 67 0.0 $2.00

TABLE III: System disruption rates (%) vs. attack methods.

Defense Strategy LEB (%) GPT (%) Claude (%) Gemini (%)
LOF 65 95 95 94
EmpCov 66 81 83 81
OCSVM 80 80 83 80
Outlier 72 93 92 92
fzZKNN 82 85 88 85

baseline. As illustrated in Fig. 6, our method achieves a
rapid increase in ASR as the number of modified features
m grows, reaching nearly 100% with only eight selected
features. In contrast, the random selection approach increases
more gradually and requires about 15 features to achieve a
comparable success rate. This result shows the effectiveness
of the embedded domain knowledge and the proposed update
policy. Since the ASR tends to saturate when m > 10, the
maximum value of m in the following is limited to 10. Fig. 7
presents the distribution of feature selection frequencies. Our
method clearly identifies and prioritizes the most influential
features, leveraging them to generate high-fidelity adversarial
data. In contrast, the random selection method treats all
features equally, resulting in a uniform distribution.

3) Impact of IFM: We leverage a LOF-based discriminator
to evaluate the effectiveness of the IFM block. Fig. 8 compares
the SDR with and without IFM under different number of
features modified m. As shown, IFM consistently increases
the SDR, particularly when m is small. For example, when
m = 3, the improvement reaches about 22.73%, which can
be attributed to the reduction of repeated failures due to the
use of IFM. Moreover, with IFM the attack achieves a similar
SDR at m = 4 compared to m = 6 without IFM, indicating
that IFM effectively accelerates convergence. As m increases,
the performance gap gradually narrows, suggesting that IFM
is most beneficial when the modification budget is limited.



GPT
### Guideline:
misclassify.
3) Prefer modifications on features that significantly impact the global decision outcome.

4) Use the failed example as a negative benchmark:

approach as it compromises stealth.

1) Modify only a minimal, highly selective subset of the entries, specifically constrained to the provided positions.
2) The modification must preserve plausibility and stealth while being strong enough to cause the SVM-based global decision model to | 2

[3.65,-2.54,0.91, -8.83, 3.6, -10.67, -2.49, 5.95, 1.6, -14.16, -0.22, 0.19, 2.59, 2.32, 4.25, -2.97, -1.58, -2.3, -10.73, 15.0]. Avoid this 2

5) Balance stealth and impact: modifications must induce misclassification without attracting detection.

Claude

### Guideline:

SVM-based global decision model, but not so extreme as to trigger defenses.

### Defense Failure Reference:
The following example FAILED by triggering defenses due to excessive perturbation:

(Position 15 changed from 4.25 to -18.5: magnitude 22.75 - TOO EXTREME)

1) Modify ONLY the specified position(s) with controlled, realistic perturbations that maintain feature plausibility and stealth.
2) Each modification must be sufficiently strong (magnitude of change typically between 3-8 units) to induce misclassification by the

3) Avoid trivial changes (< 2 units) that preserve original classification, and avoid excessive changes (> 15 units) that break realism. o
4) Prioritize positions with high global influence on the decision boundary while preserving local feature distribution consistency. ™

[3.65,-2.54,0.91, -8.83, 3.6, -10.67, -2.49, 5.95, 1.6, -14.16,-0.22, 0.19, 2.59, 2.32, -18.5, -2.97, -1.58, 2.3, -10.73, -12.34]

Apply a moderate, defense-evading perturbation at position 15 that balances stealth with effectiveness.

Gemini

### Failure Reference (Defense Triggered):
The following adversarial attempt failed because the perturbations were too drastic/obvious:

### Revised Guideline:

detection.

[3.65,-2.54,0.91, -8.83, -2.85, -10.67, -2.49, 5.95, 1.6, -14.16, -0.22, 0.19, 2.59, 2.32, -3.1, -2.97, -1.58, -2.3, -10.73, -12.34] ok
Note: Changing index 5 (from 3.6 to -2.85) and index 15 (from 4.25 to -3.1) created statistical outliers that were detected.

1) **Enhanced Stealth**: Modify indices 5 and 15 with perturbations smaller than the failed example. The new values must remain o
plausible within the context of the data distribution (e.g., simulating fading or noise rather than data corruption) to bypass outlier 1o}

2) **Maintained Effectiveness**: Despite the stricter stealth constraint, the changes must still be sufficiently directional to push the
global SVM decision across the boundary. Do not make the changes so trivial that the classification remains unchanged.

Succeed
Report

Failure
Report

Original
Report

Fig. 9: Examples of prompt optimization under different models for the identical sensing report [3.65, -2.54, 0.91, -8.83, 3.6,
-10.67, -2.49, 5.95, 1.6, -14.16, -0.22, 0.19, 2.59, 2.32, 4.25, -2.97, -1.58, -2.3, -10.73, -12.34].

4) Attack Impacts on Defense Strategies: Table 1 reports
the SDR for various defense strategies. First, Table I shows
that as the number of malicious nodes m increases, the
SDR consistently rises across all defense strategies and LLM
backends. This is because when a larger number of nodes
are compromised, attackers can collaboratively manipulate the
overall distribution of sensing reports. As a result, statistical
anomaly detection methods have limited reliable ground-truth
data to distinguish between benign and malicious reports,
thereby increasing the SDR. We also observe that when m > 6
the increase in SDR becomes less significant. This is because
six malicious nodes already provide sufficient capability to
manipulate the overall sensing environment. Therefore, further
increasing m yields only marginal additional benefits for the
attacker. Among the three LLM models, Claude achieves the
best attack performance, reaching an SDR of 98.35% under the
LOF defense. In contrast, among the three defense strategies,
OCSVM yields the lowest SDR across all LLM models.

5) Practical Examples: In Fig. 9, we provide detailed
examples for each LLM model when modifying an identical
original sensing report for the attack. For each model, we
present the updated prompt generated by A., the original
channel sensing report, the failed report, and the successful
report to illustrate how the prompt is iteratively refined from
failure to success. From Fig. 9, we observe that different
LLM models generate noticeably different updated prompts
during the refinement process. GPT tends to produce concise
guidelines that emphasize minimal and targeted perturbations,
often in a more general manner without explicitly constraining
the modification scope. For example, in one guideline, “The

modification must preserve plausibility and stealth while being
strong enough,” the instruction provides the qualitative require-
ments on stealth and plausibility but does not provide a quan-
titative specification of the allowed modification magnitude.
In contrast, Claude often provides more detailed instructions
with explicit constraints on the perturbation magnitude and
feature plausibility. For instance, it specifies conditions such
as “magnitude of change typically between 3-8 units,” “avoid
trivial changes (<2 units),” and “avoid excessive changes (>15
units).” These explicit constraints define a precise range for
the modifications, which leads to more controlled and consis-
tent perturbation generation. Gemini exhibits an intermediate
behavior between GPT and Claude. For example, Gemini
provides illustrative guidance such as “(e.g., simulating fading
or noise rather than data corruption)” to further justify the
modification strategy. Although this example is not quanti-
tatively precise, it still offers more concrete guidance than
GPT, which typically provides high-level instructions without
specific examples.

6) Evaluating the Attacks: To evaluate the effectiveness
of our attack model, we simulate a FC where all generated
fake reports that successfully bypass the discriminator are
forwarded for final decision-making. For comparison, we also
implement the LEB attack [8], which is the most related to
our setting. As shown in Table III, our attack demonstrates
a clear advantage over the LEB method. In particular, our
attack achieves SDRs of 94 — 95% under LOF and 81 — 83%
under EmpCov, significantly outperforming the 65% and 66%
achieved by the LEB method. To verify the generalization
capability, we evaluate it against two unseen defense strategies:
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TABLE IV: Per-Sample computation cost (in US dollar) under
different defense strategies.

Model LOF EmpCov  OCSVM  Average
GPT 0.0129 0.0203 0.0914 0.0415
Claude  0.0431 0.0661 0.1275 0.0789
Gemini  0.0204 0.0397 0.0677 0.0426

a statistics-based defense, the Outlier Factor—based defense
(Outlier) [31], and a machine learning-based defense, the
fuzzy kNN-based defense (fzKNN) [32]. Although these
defenses are not used during the training process, our attack
still achieves high SDRs. Specifically, the SDR reaches ap-
proximately 92-93% under the Outlier defense and 85-88%
under the fzZKNN defense, both consistently higher than the
corresponding results of the LEB method.

7) Evaluating the Error Detection: In Fig. 10, overall error
rates are low across all LLM backends, with UA dominating
the other two error types. Also, GPT shows a slightly higher
UA rate (=~ 2.1%) than Claude (=~ 0.4%) and Gemini (= 0%).
This is because GPT-40 does not consistently enforce the spec-
ified constraints; thus, the update process may unintentionally
modify other positions, leading to a large UA errors.

8) Computation Cost Analysis: For the computational over-
head, we measure the average number of LLM API calls
required to successfully launch an attack [33], [34] under
different defense strategies. As shown in Fig. 11, under the
OCSVM defense, all LLM models require significantly more
queries than under the other two defenses, indicating the
stronger capability of machine learning-assisted classification
methods in detecting malicious sensing reports. Note that
the number of API calls varies across different LLM models
under the LOF and EmpCov defenses; however, they become
very similar under the OCSVM defense. This is because the
maximum number of prompt-updating iterations is limited
by the upper bound 7},.x. The similar number of API calls
therefore suggests that all LLM models fail to bypass this
defense within the allowed iterations and eventually reach the
iteration limit. For an intuitive understanding of the cost, the
corresponding monetary cost (in US dollars) for successfully
attacking a single data instance is summarized in Table IV.
Overall, the average cost per attack is approximately $0.05,
indicating that current LLM APIs provide a strong capability
for generating malicious samples at very low cost.

V. RELATED WORKS

Attacks in Spectrum Sensing: Various attacks have been
developed against spectrum sensing—based networks and ap-

plications, such as cognitive radio systems [35]-[38], where
adversaries generate malicious sensing reports to manipulate
the final spectrum access decision. Recent studies have also
explored the use of machine learning techniques to generate
adversarial or malicious sensing samples [8]. However, none
of them have investigated the feasibility of directly leveraging
LLMs to generate malicious samples, thereby avoiding the
computationally expensive model training process.

LLM in Wireless Security: LLMs have been widely adopted
in various security—related tasks from both offensive and de-
fensive perspectives [39], [40]. For example, on the defensive
side, LLM-based threat detection systems have been developed
by analyzing network data across different wireless networking
applications [40]-[44]. On the offensive side, LLMs have also
been incorporated into various attack frameworks targeting
cyber systems, such as prompt injection attacks [10], [11],
membership inference attacks [12], and data poisoning attacks
[13], [14]. However, limited attention has been paid to wireless
networking scenarios. Authors in [45] introduce code injection
attacks in IoT systems, and [46], [47] explore vulnerabilities
caused by adversarial prompts in mobile agents. Nevertheless,
these studies largely overlook the efficiency and adaptive
design for rapidly changing wireless environments.

Prompt Engineering in Attacks: Prompt engineering in
attacks enables LLMs to generate malicious content through
carefully crafted adversarial prompts. For example, template-
based adversarial prompts leverage predefined prompt struc-
tures to trigger undesired behaviors [48]-[50]. Chain-of-
Thought (CoT) exploitation guides the model through step-
by-step reasoning processes that gradually lead to restricted
or sensitive outputs [51]. In addition, multi-turn prompting
attacks iteratively refine prompts across multiple interactions
with the model to circumvent safety mechanisms [21], [52].
However, existing studies primarily focus on general LLM vul-
nerabilities and have overlooked the incorporation of wireless
domain knowledge into prompt design.

VI. CONCLUSION

In this paper, we proposed an LLM-powered multi-agent
attack framework targeting the CSS system. Our method
integrates an LLM into the attack pipeline to support both
perturbation generation and evaluation, significantly improving
the attack success rate against various existing defenses. In
addition, we incorporated wireless-domain knowledge into the
engineering to enhance the generation of malicious reports.
We implemented the proposed attack framework in TV white
space systems using LLM APIs from different providers.
Experimental results show that our approach achieves SDR
up to 98.35% against several defenses. Moreover, our results
indicate that the average cost of generating each malicious
sensing report is only about $0.05, highlighting the urgent need
to develop advanced prompt sanitization methods to prevent
the abuse of the powerful capabilities of LLMs.
Acknowledgement: The work at OU was supported in part
by NSF Grants 2316720, 2321271, and 2544044. The work at
NCSU was supported in part by NSF Grant 2350075.
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